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1. Introduction 

Due to the intense competition between 
manufacturers and suppliers of products, e-commerce 
has provided a global opportunity that producer and 
supplier or customer irrespective of geographical 
distances, so in a wider range of through the service, 
mail between the international to find each other. 
Manufacturers or suppliers of products and services 
can use e-commerce spending less money anywhere 
in the world; have the appropriate client for their 
goods. On the other hand customers exactly 
according to your taste and budget easily and in the 
shortest possible time they desired service by 
international mail and in other ways achieve. Now, 
every one of his vision to define the e-commerce 
deals. But can be summarized briefly and the 
definition of e-commerce can be defined: 

"Electronic commerce is the buying and selling 
of goods, services and information via 
communications networks." 

This definition can be studied from four 
perspectives: 

1- From the perspective of communication: e-
commerce, i.e., to deliver the goods, services or 
payment via a computer network or any other 
electronic means. 

2- From the perspective of business processes: 
e-commerce, i.e., application of technology in the 
automation of business transactions. 

3- Services vision: e-commerce means that the 
aspirations of our customers and companies to 
achieve better quality, higher speed and better 
services at lower costs met. 

4- The Online vision: e-commerce, the ability 
to buy, sell and exchange goods and information 
through the Internet or any other network Online. 

Companies whose products and services 
traditionally offered forced to survive on its own 
technologies and new technologies bring among 
these technologies, e-commerce online using the 
online system also offers online banking and online 
payment methods. 

Therefore, reliability and acceptability of e-
commerce has an important role in the world and this 
is very important in the field of payment and payment 
security. Safety assessment process should be 
considered during the software lifecycle. It requires 
methodical process management and security testing 
during the production of engineered software. 
Considering that this is the web-based secure 
electronic payment systems, secure web application 
in this application will be considered. In this regard, 
web application security verification (ASVS) from 
OWASP, one of the most important standards in the 
security evaluation of these systems. So the way from 
the start of production software, security concerns 
and safety controllers in the software lifecycle to 
consider and assess security in all phases of the 
software implementation is needed. 

26 percent of the test programs in 2012, 
including the vulnerabilities have been. Vulnerability 
to inject malicious code significantly in 2012 
compared to 2011 increased. Many of the programs 
have been tested in several locations, including the 
vulnerabilities. 
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Figure 1 - Identify vulnerabilities in web applications 

 
As shown in the figure, the highest vulnerability 

to inject malicious code has been. The continued 
absence of 2 and 3 errors, session management, and 
authentication and authorization access each 16%, 
13%, CSRF (8%), inject SQL (6%), Web Server 
Edition (5%), remote code execution (5%), web 
server configuration (3%) and unauthorized access to 
directory (2%) of the total have been affected. 

It summarizes the main objectives of the 
research were as follows: 

1- Develop a conceptual model of secure 
electronic payment web-based information 

2 - Development of web-based secure electronic 
payments 

3- Identify the security requirements in 
electronic payment systems based on Web 

4- Identifying vulnerable and addressing 
vulnerabilities in the electronic payment system 

5- Evaluation of the security of electronic 
payment systems based on standard 

6- Provide secure electronic payment method on 
the lifecycle of Iran Post Company 

7- Provide a unified approach to the integration 
of electronic commerce in the Islamic Republic of 
Iran Post Company 

One of the important features of Web 
applications, follow their client architecture - service 
transition. This means that Web application 
developers are able to achieve server-side and client-

side processing of various technologies used. One of 
the important points of client-side processing is the 
extent of their reliance on the information on the 
server. 

Among the features of these programs can 
include: 

• Web-based application data for all users to 
share. 

• User web applications are characterized by a 
large group of users of different ages and conditions 
of use web application. 

• Web-based applications to get information 
from the forms they use. 

• Web application servers are operating 
normally. 

• It can become a portal. 
• It is independent of the client operating system 
Create a robust interface for using Flash, 

JavaScript for designing pages. 
The structure of web applications: 

Web apps are logically composed of three 
layers: 

1. Persistence layer: data and uses the data 
stored on the user changes. 

2. Layer processing: processing of information 
does the application usually is the most important 
task. 

3. Layer Interface: User interface display 
applications. 
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Figure 2 - Architecture of Web Apps 

 
These layers are where the Web application is 

different. Figure 2 shows the architecture of web 
applications [10]. 
Materials and Methods: 

The research described in this thesis based on 
research methods and methodologies and standards in 
the field of security evaluation system of the web. 
Finally, this paper aims at the maximum specification 
approved safety standard for evaluating the security 
of a web application is in four levels, segmentation as 
the conceptual basis of activities put it and then all 
the activities and security controls and requirements 
needed from the beginning of the production cycle, 
the software provides a systematic and organized. As 
e-commerce is still nascent and Iran Post Company 
operates as an island, and you pay is not the same; it's 
needed to be addressed to enable the integration of 
safety and security with international standards in 
terms of which the matter will be discussed in this 
article. 
Intrusion and attack on the client side 

Of client-side attacks, abusive or enjoying the 
opportunity to focus on the users website. When a 
user of a website is, trust between the two sides in 
terms of technology and also psychologically occur 
websites that a user expects to see the content of the 
valid. The user also expects that the use of a website 
it will not be attacked. An attacker may exploit 
different ways for users to use. 
Content spoofing 

This method of attack is to trick the user into 
believing that the content of the Website is lawful, 
and not from an external source [22]. 
Inject malicious code 

One of the most common client-side attacks that 
XSS attacks. Briefly inject malicious or XSS, is 
vulnerability in the web applications through which 
an attacker is able to inject client-side script code in a 
user's browser to a web page and run the program. 
Inject and execute malicious script occurs when the 
application information of the user (or other 
unreliable sources) takes as input without that 
information to validate the output as a web page 
displays. Scripting language code, usually JavaScript, 
but other client-side scripting languages like Action 
Script, VBScript, and can also be used. 
Review and user access control 

An important security requirement in 
applications, that users access the data and functions 
to be controlled. In any application, there are 
different classifications for users; For example, 
common categories are: anonymous users, the typical 
user authentication and system administrators. 
Moreover, different situations, different users are 
allowed to access different data sets. For example, 
users should be able to read your mail program and 
can not read other people's letters. In most 
applications, web access management with a 
combination of three mechanisms is the following: 

• Authentication 
• Meeting Management 
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• Access Control 
These mechanisms are interdependent and 

safety program depends on the strength of the 
weakest link in the chain. Failure of a component 
may enable an attacker unrestricted access to data 
and functionality found. 
Ten jeopardize the security of web applications 

The main objective of the ten risks is important 
and necessary training associated with the most 

significant vulnerabilities in web applications in most 
organizations, architects, designers and software 
developers to place. Ten major risk tackling 
vulnerabilities that offers a very good start for secure 
software is considered. Vulnerabilities in order of 
importance according to Table 1 are presented in 
2013 [31]. 

 
Table 1: Ten major stake in web application security OWASP 2013 

A1 Injection Inject danger like (OS, SQL and LDAP) occur when untrusted data as 
part of a command or query is sent to an interpreter. Given by the 
invaders, the interpreter into executing unintended commands or 
accessing unauthorized data makes. 

A2 Abaroken 
Authentication and 
Session 
management 

Most of the applications that are part of the communication is related to 
authentication and session management, to be implemented properly. 
This allows attackers to attack passwords, tokens and use that identity 
to others. 

A3 Inject malicious 
code 

The danger occurs when the application is untrusted and non-secure 
data and applies it to a web browser without proper validation 
Blackberry. XSS allows attackers to execute script in the victim's 
browser which can result in the theft of user communication sessions, 
Hacking a website or redirect the user to a malicious Web site. 

A4 Insecure Direct 
Object References 

The danger occurs when the programmer, such as a file, directory or 
database references. Without access control or other protection, 
attackers can manipulate these references to access unauthorized data 
use. 

A5 Security 
Misconfiguration 

For security, require careful configuration of security for applications, 
frameworks, web servers, application servers, and we are. It is 
necessary to properly define all these settings, run and maintain as 
many default settings are not secure enough. 

A6 Sensitive Data 
Exposure 

Many Web applications do not properly protect sensitive data, such as 
credit cards, tax ID and authentication credentials, an attacker may be 
weakness of the protection for ID theft, identity fraud, credit card or 
other their crimes. Require additional protection such as encryption of 
sensitive data storage and transmission requirements. 

A7 Missing Function 
Level Access 
Control 

The majority of web application user interface access to levels seen just 
before the function check, but requires the access control checks each 
functional server side to be done. 

A8 Cross Site Request 
Forgery(CSRF) 

Request forgery attacks, forcing the browser to send a forged HTTP 
request, including the victim's session cookie and other identifying 
information to web applications are vulnerable. This risk, which allows 
remote attackers to force the victim's browser to send a request to the 
vulnerable application, thinks are legitimate requests received by the 
victim. 

A9 Using Components 
With Know 
Vulnerabilities 

Components, such as libraries, frameworks and other software patches, 
always run with full access. If vulnerability is exploited components, 
such an attack would lead to loss of important data or takeover server. 

A10 Invalidated 
Redirects and 
Forwards 

Web-based applications, regularly directs users to other web pages and 
other data to determine safe use metal plates. Without proper validation, 
attackers can redirect victims to malicious web pages or the pages are 
illegal. 
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Levels of application security review 
The first level of the Automatic 

 
Figure 3 - Levels 1A and 1B in OWASP ASVS 

 
At level 1, the components of the application is 

shown in Figure 4, may be individual or group of 
source files, libraries, or executable files are defined 

at this level, path or paths end-user requests that the 
application is being used, do not require 
identification or documentation. 

 

 
Figure 4- Architecture safe level of OWASP ASVS 

 
The second level check Manual 

The second level is composed of two components manufacturer: 

 
Figure 5- Levels 2A and 2B in OWASP ASVS 

 
Second-level application components may be 

individual or group of source files, libraries, or 
executable files that define a high-level architecture 
can be an organizer. 
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Figure 6- Example of the third-level secure architecture OWASP ASVS 

 
As shown in Figure 6, the second path or paths 

that end-user requests that the application is taken to 
be documented, but it is not necessary to test all the 
way. 
 
The third level of review 

The third level is usually suitable for 
applications that manage their critical business 
transactions. 

As shown in Figure 7, the third level is broken 
into several components: 

 
 

 
Figure 7: Level Three OWASP ASVS 

 
 

As shown in Figure 8 is a high-level view of an 
end user requests a path or paths will cross, it should 

be documented. Also, all potential routes of a high-
level view of the application must be tested. 
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Figure 8- Example of third-level secure architecture OWASP ASVS 

 
The fourth level of internal review 

At this level, security threats are carried out by 
attackers and range checks to the third level expands 

to include all the code used by the application. As 
shown in Figure 9, the fourth component is not 
broken by its manufacturer. 

 

 
Figure 9- Level IV in OWASP ASVS 

 
In Table 2, the range of security requirements for each of these areas, requirements that must be considered is 

specified. 
 

Table 2: security requirements of the ASVS 
Background Security requirements evaluation 
V1-safe 
architecture 

V1.1-verify that all components in the application (including source files, libraries, 
executables,) are defined. 
V1.2-verify that all components that are part of the application, but the application to 
work properly it rely on are defined. 
V1.3-examine whether a high-level architecture is defined for the application (if the 
application developer has to do it. Review can provide evidence of a high-level 
design). 
V1.4-verify that all components of the application are defined in terms of security or 
commercial functions are provided. 
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V1.5-check that all the components are defined in terms of security or commercial 
functions, but are not part of the application on the application to work properly it will 
be provided. 
V1.6-check whether the information provided is threat modeling. 

V2-
authentication 

V2.1-check all the pages and resources that are required to authenticate, except those 
that are specifically intended to be public. 
V2.2-verify password fields, enter a password it will not show. 
V2.3-check that you took the maximum number of authentication attempts, the 
account is locked for a period of trial and error attacks (brute force) to prevent. 
V2.4-check that all controls are applied on the server side authentication. 
V2.5-check that all authentication controls (including libraries that call external 
authentication servers do) have a centralized implementation. 
V2.6-check that all authentication controls as safe (appropriate messages will be 
removed) fail. 
V2.7-check the authentication credentials are strong enough to resist common attacks 
and threats in the environment to resist. 
V2.8-check that all account management functions, at least in the initial attacks 
against the authentication mechanisms that are resistant. 
V2.9-examine the mechanism by which users can help, they change their own 
credentials and act against attacks that are related to the mechanism of initial 
authentication, insulate. 
V2.10-check authentication again before running any special software to perform 
critical operations. 
V2.11-check that the configuration for a long time, the authentication credentials is 
expired. 
V2.12-check that all decisions relating to record authentication. 
V2.13-checked the IDs and passwords a user ID with a unique number (internal) 
stored before storage, it should be done. 
V2.14-check that all authentication credentials for external access to the application, 
encrypted and stored in a protected location (not in the source code). 
V2.15-verify source implementation or use of the validation controls is not affected 
by any malicious code. 

V3-
Management 
Meeting 

A V3.1-review meeting to manage and control the application of the default 
implementation of the framework is strongly recommended. 
V3.2-check whether the user authentication, the session is invalid. 
V3.3-check whether the session after a specified period of inactivity will expire. 
V3.4-check whether the session after a configurable maximum time the director will 
expire regardless of the activity (a complete collapse). 
V3.5-check all the pages that you access, authentication will need to have the exit 
link. 
V3.6-check whether the session ID will never be revealed, especially in the URL or in 
error messages. For this reason, you should check that URL rewriting session cookies 
are not supported. 
V3.7-check when entering the conference ID is changed. 
V3.8-check whether the session ID to authenticate again to change it. 
V3.9-check whether the session ID is changed or erased when you exit. 
V3.10-verify that only the session ID that is generated by the framework, the 
application will be considered valid. 
V3.11-review meeting, the authentication token is long enough to be random and 
threatening attacks to resist. 
V3.12-examine whether the cookie that contains the session ID tokens or are the 
amplitude and the direction can be initialized with a limited amount for that site. 
V3.13-verify source implementation or management control session is not affected by 
any malicious code. 

V4 - Access 
control 

V4.1- Verify that only specific users that they can have access to protected functions. 
V4.2- Verify that only specific users that they can have access to the URL. 
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V4.3- Verify that only specific users that they can have access to their data files. 
V4.4-check that refers to objects are preserved and are available to any authorized 
user, only objects. 
V4.5-checked the directory search is not possible unless you purposely wanted. 
V4.6-examine whether users can only have access to the services for which they have 
permission. 
V4.7-verify that users can only access data they are authorized. 
V4.8-verify access control with fail-safe manner. 
V4.9-examine the rules that control access to the display layer is created by the server 
to run. 
V4.10-checked the account and character data and policy information, which they can 
use to control access, should not be altered except by those who have special 
permission. 
V4.11-verify that all access controls are performed on the server side. 
V4.12-examine whether a central mechanism to access protected resources exist. 
V4.13-examine the restrictions on entry and access to the application are created by 
businesses (such as daily transaction limits the duties of) should not be ruled out. 
V4.14-verify that all access control decisions are recorded. All pages should be 
recorded as a failure. 
V4.15-verify source implementation or use of access controls are not affected by any 
malicious code. 

V5-validated 
input 

V5.1-check that there is no buffer overflow or security controls to prevent buffer 
overflow. 
V5.2-verify an authentication model is defined and applied to all inputs. 
V5.3-check the input validation failure, causing it to reject or delete the entry. 
V5.4-check the character set such as UTF-8 for all input sources to be determined. 
V5.5-check that input validation is done on server side. 
V5.6-examine the application of a validation control unit for each type of data that is 
accepted to use. 
V5.7-verify that all input validation failures are recorded. 
V5.8-verify that all input data for conventional commentators have Downstream, the 
validation should be a priority. 
V5.9-check the input validation controls are not affected by any malicious code. 

V6-coded 
output 

V6.1-verify all data that is unreliable output, HTML are (contains elements of HTML, 
the attributes of HTML, data values JavaScript, CSS and block attributes URL) 
correctly apply the text to be encoded. 
V6.2-check that all controls are implemented server side coding. 
V6.3-check that all controls and coding, to encode all the characters unrecognized for 
certain interpreters, it is safe and appropriate. 
V6.4-verify that all data are unreliable output for SQL interpreters, the interface 
parameter to use prepared statements or they are coded correctly. 
V6.5-verify that all unreliable data those are output to XML, the parameter interfaces 
or are coded correctly. 
V6.6-verify that all unreliable data that are used in LDAP queries are correctly coded. 
V6.7-verify that all data are unreliable in the operating system command parameters 
are properly encoded. 
V6.8-verify that all data unreliable for any interpreter or other commentators that the 
above mentioned are the right encoding. 
V6.9-examine the output for any application that was encrypted by a security control 
unit is to the output type for the destination specified. 
V6.10- Check the source implementation or use of controlled output encoding not 
affected by any malicious code. 

V7-encryption V7.1-verify that all cryptographic functions are implemented on the server side. 
V7.2-verify that all cryptographic functions for fail-safe. 
V7.3-examine whether the secret keys are protected against unauthorized access (an 
original set of keys, a credit is applied to programs that are stored on disk and 
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protected access to the configuration information is secured.) 
V7.4-verify that the passwords are hashed and stored when they are made. 
V7.5-check whether the encryption module failed to register. 
V7.6-evaluate the random numbers, random file name, GUID random and random 
fields, which are caused by methimazole encrypted, can not guess. 
V7.7- Check that all encryption modules are validated against FIPS140-2 or 
equivalent standards. 
V7.8-verify that all modules have been approved in accordance with the security 
policy of their published work. 
V7.9-check whether there is a clear policy on how to manage encryption keys and 
correctly review the policy to be run. 
V7.10-check code that supports using encryption modules are not affected by any 
malicious code. 

V8-control 
and error logs 

V8.1-examine the application, sensitive information such as session ID or personal 
information that helps with the attackers, as the output does not display error 
messages or stack. 
V8.2-check whether all the errors on the server, the server can be controlled. 
V8.3-check that all control registers are implemented server side. 
V8.4-verify control logic errors in the security controls to prevent access by default. 
V8.5-check that all events that contain the data are unreliable, as recorded in the 
software code, not run. 
V8.6-check the security event log files against unauthorized access and modification, 
are protected. 
V8.7-check whether a record is central to the implementation of the application it 
uses. 
V8.8-examine the application of sensitive data related to specific programs that may 
help the attacker does not register (such as session ID) 
V8.9- Review of the record, there is a tool that allows the analyst to record events 
based on specified search criteria. 
V8.10-examine the implementation or use of controlled registration code error, not 
affected by any malicious code. 

V9-protect 
data 

V9.1-review form that contains sensitive information, you can also enable client-side 
watermarking auto complete feature to is not present. 
V9.2- Check the list of critical data that the application process has to be defined and 
explicit policy for how to access and encrypt them there to run correctly. 
V9.3-verify that all sensitive data are sent to the server in the HTTP message body 
(do not use the URL parameters for sending sensitive data.) 
V9.4- Check that all sensitive data watermarking or temporary copies that are sent to 
the client are protected against unauthorized access to or after the authorized user to 
access, delete or are invalid. 
V9.5- Check that all sensitive data watermarking or temporary copies that are sent to 
the server to protect against unauthorized access to or after the user is allowed access 
to clean or be disabled. 
V9.6-check whether there is a way to critical data application upon completion of 
maintenance time required to remove. 

V10-Security 
Community 

V10.1-check whether a path can be any valid CA secure transport layer (TSL) server 
certificate is created and the server certificate is valid. 
V10.2-examine a failed relationship TSL will shift to an unsecure connection. 
V10.3-check all connections to be used for the TSL containing sensitive 
authentication data or functions. 
V10.4-check whether the line should be recorded TSL communication failure. 
V10.5- Check the valid path to be built and certifications for all customers using the 
correct link and falsify information are investigated. 
V10.6-evaluate how to communicate with external services that contain sensitive 
authentication data or functions to be performed. 
V10.7-evaluate the relationship with external services that involve sensitive data or 
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functions of the minimum requirements an ID to use to work to be set up application. 
V10.8-examine the application of the standard TLS implementation uses. 
V10.9-verify for all communication, especially as UTF-8 character coding are 
defined. 

V11-secure 
HTTP 

V11.1-examine that transmission may contain invalid data. 
V11.2-evaluation of the program will only apply to a certain set of methods in HTTP, 
such as GET and POST accept. 
V11.3-examining the response HTTP, a header content type (content type) that 
specifies a character set is safe to include. 
V11.4-checked the flag HTTP Only for all cookies that do not require access from 
JavaScript can be used. 
V11.5-examining the secure flag for cookies that contain sensitive data, including 
session cookies, is used. 
V11.6-examining the HTTP headers in the request and the response are only ASCII 
printable characters. 
V11.7- Evaluation of the program is a powerful random token as part of all links and 
forms that are associated with interactions of or access to sensitive data to 
produce and review the application of the token for the current user in the processing 
of the requests to the appropriate review. 

V12-security 
configuration 

V12.1-check that all security-related settings are stored in places where access 
without authentication in the safe. 
V12.2-check that all access to the application if the application is not able to achieve 
its security configuration information and break. 
V12.3-check that all changes to the security settings that are managed by software 
security incidents are reported. 
V12.4-check the Save Settings to store the output is human-readable to facilitate 
audit. 
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