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Abstract: When there are problems in developing countries in the field of infrastructure technology, the need arose to use the concept of mobile cloud computing, which is a very modern concept, and the concept of e-health and its applications and requirements for its application; while defining the relationship between e-health and mobile cloud computing by employing the best to implement mobile health systems through a Firebase cloud-based model provided by Google to store health information and provide health services. This technology is very useful especially in developing countries due to lack of strong infrastructure and adequate financial support. He concluded that these systems can be applied from a theoretical and practical point of view in Egyptian hospitals, but this needs more practical studies in hospitals, and in this study we conducted a reference review of studies related to mobile health that rely on cloud computing using the android operating system.
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1. Introduction
Mobile health is necessary and important to address several problems, consisting variants of access health services amongst human beings, poor health infrastructure in some countries, and presence deficiency in human resources working in the health field and the high cost of health services limited availability of financial resources [I]. By comparing mobile health with computer and network e-health services wired; mobile health services enable users to access health services with great ease and comfort, anywhere and anytime [2] The term mobile health (M-Health) includes the use regarding cell devices such as much smart phones mobile application, internet technology, networks and private sensors that are used wireless physical network technology to collect information from the human body, to provide services health, as well as health professionals such as doctors, nurses, and others as shown in Figure (!), mobile health can be considered one of e-health applications, because the concept of e-health is a comprehensive concept, it includes all the technology and tools that help deliver healthcare services, both via the computer Or mobile phones or other means [4] The emergence of the third generation of Mobile devices (3G) is a major transformation in many areas, including mobile health it gave new innovative opportunities to provide and deliver mobile health services everywhere and anytime [5].
Mobile health monitors have provided a lot of help to patients, as they can get access adequate medical care without having to go to the doctor. This technology provided many Benefits for patients and physicians a like. Doctors can also use time to concentrate on priority tasks [6].

2. Mobile Cloud Computing
One of the benefits from mobile cloud computing which give it a wide popularity are attributed to its possibility to reduce the consumption of power and augment manipulator practice by expanding computation/resource serious operations / applications from mobiles to clouds.
The known complain from the mobile devices usually representing in short life of batteries and limited supply and limited capacity of storage. 
Mobile cloud computing has familiarized of floading, in order overwhelmed these restraints, where data store and additions are accomplished in the remote cloud as a substitute of the mobile device. The advantages of this approach `mobile cloud computing` including green cloud environment and an energy-efficient mobile network. The operation to perform 
working out on a mobile instrument and broadcast of information from and to further devices is known as mobile communication [7]. This kind of communication is an advanced technology aimed to attainment linked and assembly utilize of information found centrally, computing devices and use of software with the organization of minor, portable wireless communication [7-8].
By this technique we can perform several applications on a one device, where the mobile communication can be easy and simple to perform multiple applications. Everything is extremely depending on the modern technology particularly in the advanced countries. Day by day there are an urgent need for using modern communications and consequently increasing in the number of consumers or users of mobiles. Therefore, the necessity to supply best class of facility at minimal cost and very minimum power similarly rises. The procedures of scattered computation on hybrid networks intercom/nested by mobile communication protocols and various mobile devices is defined as mobile computing.
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[bookmark: _Toc30203769][bookmark: _Toc30204544]Figure 1 General concept of m-health systems [3].
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[bookmark: _Toc30203745][bookmark: _Toc30204520]Figure 2 Mobile Cloud computing Architecture[26]


2.1. Mobile cloud computing Architecture
3. Main stations are provide the mobile networks which nourish the mobile devices with essential various data [11] to satellite or base transceiver station (BTS) or access point. The functional interfaces and the connections of the networks in addition to the mobile devices are set up or monitoring by the above mentioned stations. Mobile consumer requirements for the communication regarding the material including the info conveyed to central processors. Mobile network services are supplied via the central processors which linked to servers.
Mobile network operatives furnish functions in accordance with mobile customers by means of AAA abbreviation. The letters AAA means an abbreviation of the words Authorization, Accounting and Authentication, primarily created about the home vicegerent (HA) and subscriber information stored among a data base yet the demand about a subscriber dispatched to the cloud via the Internet. At that point the demand treated by cloud controllers after supply mobile use services from the cloud.
These facilities are developed with the ideas of computing, service-oriented style and utility virtualization (e.g. application, database servers and web).
2.2. Service-Oriented Architecture (SOA)
SOA of mobile cloud computing composed of 3 layers as demonstrated in figure 3[8], and consists of the subsequent constituents:
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[bookmark: _Toc30203746][bookmark: _Toc30204521]Figure 3 service-oriented architecture of mobile cloud computing [9]


2.2.1. Mobile network: Which are consists of mobile gadgets then network operators. Mobile devices may be laptops, PDA, smart phones, satellite phones and others. These apparatuses are attached to the network operator by way of the base transceiver stations (BTSs), get right of entry to points and satellites. They establish yet rule the ligature of the useful interface into network operator and mobile system. A mobile device's information and invitation, such as location and ID, are transmitted to the main processor then the network providers servers. At this point, operators supplies different services like AAA (authorization, authentication, and accounting)) depending on subscriber data stored in database and the HA (home agent).
2.2.2. Internet service: Which demonstrates the role of a channel among the cloud and the mobile network. Subscriber demands are transferred to the cloud through Internet service with maximum-speed, through utilizing advance 3G or 4G technologies such as WCDMA, MTS, HSPA, LTE, and other tools or wired connections, after that the customer can obtain smooth service from cloud.
2.2.3. Cloud service: the cloud controller processes the requests which gotten from users, and delivers service to the consumers depending on the consumer needs. As illustrated in fig.4, cloud has an insufficient service supplying layers. These service layers are deliberated in the mentioned points:
[image: ]
[bookmark: _Toc30203747][bookmark: _Toc30204522]Figure 4. Service model of cloud computing

a. Data center layer: These data center layer supply the infrastructure and the hardware facilities for the cloud. In which, there are various servers linked with high power supply and networks of high-speed usually, they are built in minimal occupied area with a minimum risk of catastrophes.
b. Infrastructure service: laaS exited on the upper most of the data center layer. It supply stores, hardware, networking tools, and servers to its customers on a "pay as you use" base. It has a flexible environment, therefore, the infrastructures are subjected for changes according to the capacity of requirements and subjected for shrinkage or expansion easily depending on the customers' requests. S3 and Amazon EC2 are instances of laaS.
[bookmark: _gjdgxs]c. Platform service: PaaS (e.g. Google App Engine & Microsoft Azure) offers an incorporated platform or background for customers to test, build, and diffuse various requests. Some types of platform like NET, PHP and Java, and others are ready. d. Software service: SaaS is a software provision sample delivered by application service providers (ASPs). Software and the linked information are centrally presented on the cloud. SaaS can deliver many types of software resolutions like ERP, CRM, HRM, MIS and others, on request deprived of any devoted fitting in client location.
By this system, data storing and computations are progressed into the cloud in mobile cloud computing and the applicants obtains on-demand and unified service, and don’t concern about life of battery or the power of processing of their mobile apparatuses.
2.3. Issues and Challenges of Mobile Cloud Computing
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Figure 5. Issues and Challenges of Mobile Cloud Computing

A) Operational Issues
Operational concerns comprise computation of discharging cost and unloading methods. It calculates either discharging will be cost effective or not cost effective. In addition, flexibility organization and assembly procedures present [10].
i. Offloading Methods
Client-Server Communication Technique
Within the offloading procedure, communication is performed throughout remote method invocation (RMI), remote procedure call (RPC), and outlets amide the surrogate device and the off loader. However when the mobile nature or ad hoc of the device is regarded, it considered as a hindrance owing to these services must to be preinstalled in the mobile device. Accordingly, it limits the flexibility of the device. There are two types of systems named Spectra (10] and Chroma [10] are apply discharging computation through RPC via appealing functionalities in remote Spectra and local servers. Spectra client accesses a database, as soon as offloading is required from a device, which stocks data like the CPU load of the Spectra server, and existing accessibility, dependent on the resource pool, chooses at runtime and performs offloading. Hyrax is an application for a smartphone constructed on Hadoop ported on Android platform, disseminated in the form of terms represented on computation and data. Hyrax usages a collection of mobile devices as a mobile cloud and source supplier [11]. Hyrax Tube is an application capable for distributing mobile multimedia sharing and search, in the same time, enables the customers to search via multimedia files take in consideration, the locations, quality and time. Hyrax possess a main server called Code and Job Tracker instances and contact to every client mobile device. The main or central server not performed a job, but organizes jobs and information, whereas, Hadoop distributed file system (HDFS) threads run on the mobile devices and stocks the multimedia information.
ii. Low bandwidth: Which represent the great subjects among mobile cloud computing (MCd) to that amount requirement in conformity with keep tackled. Mobile cloud makes use of radio waves as are confined as evaluate in imitation of wired network. Available wave is distributed into one of kind mobile devices. So such has been three times slower within receiving access to velocity so compared according to wired network.
Security and Privacy: Persistence confidentiality is a chief interesting subject in mobile cloud computing. It is stiffer to rule terrorizations about mobile devices if paralleled in conformity with computer gadgets rJ cause in a wifi network in that place are more hazards concerning purity of the data out of the network.
Service Availability: communication is extra main impendence in cloud computing. Consumers oftentimes find complaints such as transmission outside covering, fall of network and crowding. Occasionally users acquire a signal of low frequency, in turn impacts the speed of arrival and capability of storage.
Alteration of Networks: Mobile cloud computing is utilized in various functioning method paying platform such as Windows Phone and android Apple ios. Therefore, it is appropriate with several systems. Intelligent Radio Network Access (RNA) technique is responsible for management of the presentation of various mobile platform networks.
vi-Energy source: The characteristic of most of mobile devices are consuming high energy in spite of having minimal power source. One of the important subject concerning mobile cloud computing is the growing battery use of mobile devices. It is expected that the mobile devices should possessing a battery of high life period to supply with enough energy to cover all applications and other process.
The off loading consumes high quantity of energy than local in case of the size of altered code is small. To ride this problem, some establishments attempt to discover the different ways to overcome this problem.
B) General Cloud Security: The following are some security risks which may be arisen when information is offloaded into the cloud [12):
i. Advantaged customer access: The data are no longer may be under the direct Logical, physical, and personal control of the user, when the sensitive information become offloaded to the cloud.
ii-Regulatory agreement: external audits and security certifications must be undergo by the providers of cloud service.
iii-Information situation: Precise physical situation of consumer’s information is not apparent, which may lead to misunderstanding in certain authorities and commitments on indigenous confidentiality necessities.
iv-Information separation: Generally, all the cloud data of consumers are stored in a public universe, therefore, each consumer’s information should be separated from the others' with effective encryption techniques.
v. Retrieval: when a technical mistake or disaster happens, it must be given a good recovery management schemes for information and services by cloud suppliers.
C) Safety for Mobile customers
Different kinds of malicious encryptions for an example worms, viruses, and other agents, generally influencing the mobile devices during an installing and downloading of giving of security software like McAfee, AVG, Avast and Kasperkey, can overcome or eradicate of these threats.
Confidentiality
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[bookmark: _Toc30203761][bookmark: _Toc30204536]Figure 6. Cloaking architecture.
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Nowadays, greatest numbers of mobile devices are supplied with GPS-enabled location-based service (LBS), and guide the consumers for the situation and time and different road services. Occasionally it conceals the confidentiality of a customer, to elucidate this problem a location­ trusted server (LTS) is applied [13]. The cooperation among the LBS and mobile device, leading to getting of data from mobile customer and produces a "cloaked region." The formed "cloaked region" is directed to the LBS. Accordingly, LBS can identify merely common information about customers without clear identification of the users, as illustrated in figure 6.
2.4) Merits of Mobile Cloud Computing
There are several promising merits of mobile cloud computing, may be arisen from using of a cloud environment will be given in the following:
i. Increasing the lifetime of battery: In mobile cloud computing, storing of information and their processing occur external in the cloud and to the device, consequently it spontaneously rises the lifetime of the battery of the mobile. Every great working out sanitations very speedily the battery as it expands a part of energy. Some researchers established that offloading task to cloud such as large-scale matrix calculation can minimize the save the battery energy by 45%, for an example a 45% energy saving is possible when chess game via cloud use [14).
As a result offloading and function relocation are efficient resolutions to expand the battery lifetime of mobile devices.
ii- Increasing store volume: storage volume was a large restraint for a mobile device. Nonetheless mobile cloud computing supplies a very large volume of storage. There are some examples of storage of data provided by cloud to the consumers such as, Amazon's simple storage service and Dropbox and Flickr and Facebook considered as an application for image -sharing based on Mobile cloud computing.
iii- Increasing the processing power: Some applications like multimedia service, broadcasting, transcoding, playing games and others, demand high-processing energy, which can be performed obtainable by offloading functions into the cloud.
iv- High consistency: In mobile cloud computing, applications and information are kept in various computers, therefore, there is no way of damage of information. Tragedy administration has converted quicker due to accessibility from multi-location. Sometimes, the cloud supplied copyright to digital content like video and music, so barring unofficial delivery. Moreover, cloud offers safety services for an example authentication, malicious code detection, virus scanning, and other services. By this method the mobile cloud computing has enhanced dependability.
v-On-demand service: In mobile cloud computing, the customer can get a service on demand via the cloud easy due to elasticity of the cloud nature, so the customer not require to install dedicated software or hardware in their mobile devices to obtained anything from the cloud via using of Google Play Store at any time and in any amount.

4. Android OS System
Nowadays android operating system (OS) is flourished for clever tablets and mobiles; it is open supply software android is the close broadly old cellular operating system through the people. Primary intension concerning the manufacturing company used to be to boost a superior OS because of digital cameras, however then it was realized so need because such units used to be now not large sufficient consequently that diverted theirs interest to producing smart cellphone OS.
Android was since obtained by means of the Google within 2005 then unveiled its distribution of 2007 including composition over open handset alliance conducted through Google. Android cellular operating law is based totally concerning the Linux kernel and is raised by way of Google.
Android OS has its personal virtual desktop referred to as DVM who which is used for executing the android application. One of the motives to the prevalence about Google's os is the constant amelioration of its much versions, together with each and every latter certain providing extra superior features, faster access to the internet. Another motive for the Android is recognition is its strong adjuvant together with cell units manufactures, while it is important world competitor [15].
3.1Android Architecture:
i. Application layer: It is the just upper layer in android architecture. include All the functions kind of camera, Google maps, browser, sms, calendars, contacts are local applications it capabilities workshop with end person with the help regarding application framework in conformity with operate. [16).
ii. Application framework: Android services which are developing, this layer contain needed instructions or services. Developers be able reuse or lengthen the elements meanwhile current among APL In it layer, so are managers as enable the application because receiving access to data. These are as follows:
iii. Android runtime: In this section, all the android features are executed. Android has its own digital machine i.e. DVM (Dalvik Virtual Machine), which is used to execute the android application. With it DVK, customers are able in accordance with solve more than one features ate same time.
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[bookmark: _Toc30203762][bookmark: _Toc30204537]Figure 7 Android Architecture
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3.2 Android Security
i. Physical access:
Android has a combine of characteristics for assessing in the prevention of hackers throughout the unlock screen in case of the device is awakened from sleep. The standard unlock screen is considered as a slider which fundamentally halts the screen from being stimulated in your pocket. In addition, Android also approves ye according to set an uncover shape, PIN then password. Without the intruder recognizes the shape, PIN then password he can't find gets right of entry to in accordance with thy device. This is particularly useful after hold tiny kids outdoors of you cellphone or cease bad friends besides sending emails.
ii. Application permissions:
Each application that you set up on your device needs to specifically ask you for permission to implement definite tasks. This is achieved when you install the application. What this means in actual terms is that applications have restricted abilities. As well as limiting the abilities of applications, Android also controls how an application accesses the device's hardware. There is no direct hardware access allowed in Android; all access is through the several software layers which make up the Android OS. This means that trickster applications can't go around re-programming the microphone on your phone or transit the application permissions by talking directly to the video camera, etc.
3.3. Comparison between Android OS and iPhone OS


Table 1. Compare between iOS and Android
	
	iOS
	Android

	Minimum Development Operating System Requirements
	Mac OS X 10.6
	Windows XP
Linux
Mac OS X10.5.8

	Development Device
	$99 iPhone 3G
$199 iPod Touch
$199 iPhone 4
$499 iPad
	$399 Dev Phone 2(v1.6)
$529 Nexus One (v2.2)

	IDE
	Xcode
	Eclipse 3.5

	GUI Creation
	Xcode
	XML

	Language
	Objective-C
	Java (Dalvik)
Scripting (SL4A)
LogoBlocks (Appinventor)

	Reference Website
	http://developer.apple.com/iphone
	http://developer.android.com/




4. Literature Review and Related Work
Somasundaram, et al. (18), had designed and developed "The HMS application" on their Android powered mobile phones to facilitate the health records, therapies and medical scanning records (e.g scanned images,….etc.) of disordered subjects. The data which exist in the cloud was controlled by the physicians (for uploading medicaments and medical scan records) and the hospital management staff. The Android OS reinforced the connection to the Cloud OS that permitted the patient to manage and upload medical images, text data, retrieve, and modify the data through REST API concepts such as HTTP URLs and the internet services.
The HMS application was examined in both the mobile and server ends. Checks were carried out on text files and on the medical scans (e.g. CT, MRI, Ultrasound, X-ray…..etc) of various file volumes which conveyed from cloud computing server, where the medical scans were held by the DICOM file format and compressed by JPEG2000 compression. The physician are uploaded the compressed images in the cloud server and then the mobile device will receive these images. EyeOS had tools like EyeOS Image which permit image file sizes up to 2MB. The maximum transmission time for the different medical images, using the EyeOS cloud server is demonstrated in the following table:


Table 2. Show transmission time for medical images
	Medical image type (jpeg 2000 compression )
	File size 
	Transmission time (approx.)

	MRI 
	0.123MB 
	2.75 sec

	X-RAY 
	0.125MB 
	1.35 sec

	CT 
	0.278MB 
	1.05 sec

	ULTRASOUND 
	0.318MB 
	3.75 sec




Vinutha et al. [19], had provided Electronic Hospital Management system operating Android OS and Cloud Computing via VPN connections. Businesses confirm safety to someone interrupting the encrypted data can’t read it by applying a VPN. Figure 9, illustrates the proposed system architecture presented from researchers for organizing and developing the electronic hospital management system application that employed VPN and cloud computing the connection.




Figure 9. System architecture [19].


The Cloud Platform interface was connected to the Cloud Service module which handled and queued user requests. In this context, electronic hospital management system had been developed based on Google's Android mobile Operating System (OS) using the appropriate software development kit (sdk). Several mobile device vendors already supported it. The platform was adaptable to larger and traditional smart. phone layouted and supported a variety of connectivity technologies (CDMA, EV-DO, UMTS, Bluetooth, and Wi-Fi). It supported a great variety of audio, video and still image format, making it suitable for displaying medical content. It supported native multi-touch technology, which allowed tg: er manipulation of medical images and generally increased the application's usability. Medical records and related data (images and biosignals) were stored into a SQLite [20] file. SQLite was the database platform supported by Android. The file resided into a specific location at the Cloud and was retrieved on the device every time user needed to query data. The Experimental results the query was performed locally and the actual location of the data in the cloud was revealed to the applications. The database file was updated and uploaded into the Cloud every time user modifies data, respectively.
Jemal et al. [21) had proposed a new mobile medical web service system. through implement a medical cloud multi-agent system (MCMAS) using Google's Android 09ating system. The developed system has been assessing using the CloudSim Simulator. The performance of the MCMAS is compared with the traditional system in polyclinic ESSAL9'1A which showed that this prototype yields better reading than using usual application. several simulators have been developed for performance ana19s of cloud computing systems, such as GridSim, MicroGrid, GangSim and CloudSi m [22]. CloudSim is a generalized and extensible simulation toolkit and application which enables seamless modeling and experimentation of emerging cloud computing 1Jstem, infrastructures and application environments for single and internetworked clouds CloudSim was successfully deployed and performed experiments related to mapping of virtual machine son hosts.
Apurva Kumari, Divyankitha Mahesh Urs, Sindhya Kumari Nellaiappao, Suma Khursheed, [23] had developed an Android mobile application, which uses AWS cloud and Fitbit to detect fall and collect health data of an elderly adult regularly, which is then used for analysis by doctors. its called @HealthCloud.
The application can collect the data from wearable devices and sensors and the data is sent to the doctor for further diagnosis, by using fit bit which is a wearable device that collects health data such as walking steps, sleep time, calories burnt and heart rate. This data is sent to the doctor periodically for the doctor to take necessary action. To connect the fit bit device to this application, Fitbit provides APis to access the data from the device. Fitbit uses OAuth 2.0 to authenticate and authorize the users. To pair the application with the fitbit device, the user must enter the fitbit credentials. The u ser is authenticated using the Fitbit authorization API and an access token is generated for the user. This token is sent along with the all the requests to get the fitbit data. Experimental Result The presented health application is a solution for improving and increasing the lifespan of elderly. and accessing the patient data, without them going through the hassle of manually inserting it.
Suhiar M Zeki et al. [24] had developed Native Mobile Application bile for diagnosis of case and remotely monitoring blood pressure readings and heartbeat. The information of web application is preserved in server not in the device while the information of mobile application is stored in mobile, therefore, not need to install the application when use web application owing to storing the data in the server, so it is the greatest method for controlling huge information.
The investigators are applied Xamarin to build Android applications, offers the runtime and ties to make it all work, in this application not used not Java language but used C# Language and describe activities and User Interface (UI) in the typical Android way. 
Xamarin applications influence acceleration of platform-specific hardware, and they're amassed for innate presentation [25]. The innate Presentations can more efficiently applied phone hardware like camera and accelerometers, offer capability to effort and attach to external sensors.
Xamarin Policy is the chief creator part of Xamarin, where Xamarin carrying three main parts of the Xamarin ecosystem.. Xamarin possessing a group of virtual machines, code APis, runtime engines, and code samples. The platform objectives Mac OS 10 applications, and the Microsoft Windows, Android and iOS apps, tablets and phones. Xamarin delivers an automatic online testing harness that permits application to be examined on thousands of real devices in the Cloud. The 3rd main part of the system is Xamarin Visions, where it observing service that paths application exclusions and crashes and assist the builders grow in real time what is occurring with applications customers. The Experimental findings demonstrate in table below define the First 6 months post using the healthcare system by smart Devices.


Table 3: the First 6 months after appling the healthcare system using smart devices.
	Month no
	dealing without healthcare System
	desktop app
	healthcare system (smart devices)

	1
	100%
	0%
	0%

	2
	80%
	20%
	10%

	3
	70%
	30%
	25%

	4
	60%
	40%
	40%

	5
	50%
	45%
	60%

	6
	30%
	50%
	80%




Mallikarjuna, [17], established application for mobile healthcare called Health Kit, this application are fully automatic disseminated environment, developed in Android operating system which is a prevalent healthcare information management system operating in cloud computing system.
Health Kit is Suggested application composed of several cloud services, the consumer running an application on Android OS, it composed of numerous modules like clinic module, cloud module patient health record, mobile user module and patient module (Fig. 10).

	


Figure 10. Smart devices are connected to cloud computing architecture


The investigational estimation has been accompanied with T mobile phone; it holds Android OS version 8.0. The Health Kit application are assessed with various network kinds like WLAN, 3G and 4G, as illustrated in Table 3, this assessment found that WLAN having less time transfer the information regarding response time in Amazon S3 cloud service.

Table 4. Medical image transmission using Amazon S3 cloud service
	Image type (encoding)
	File size (MB)
	Time (size)

	
	
	3G network
	4G network
	WLAN network

	UT 
	6.8
	42.532
	20.865
	7.894

	CT (uncompressed)
	0.528
	4.023
	2.035
	2.382

	CT (JPEG 2000)
	0.102
	1.223
	0.985
	0.892

	MR
	0.721
	9.738
	4.256
	3.894

	PET
	0.037
	0.923
	0.159
	0.793

	Ultrasound
	0.482
	3.892
	1.236
	3.251





Figure 11. Effective result on WLAN

The drawbacks of current works and the positive characteristics among them, therefore, the advantages and disadvantages of the current works in healthcare are demonstrated in Table 5.

Table 5. Show Merits and Demerits of Related Work.
	Related work
	Merits
	Demerits

	M. Somasundaram, S. Gitanjali, T. C. Govardhani, G. Lakshmi Priya and R. Sivakumar, [18]
@ HMS application
	1-Seamless connection to CC
2-Image viewing using Dicom protocol, compressed by the JPEG standard
3-Interface: interface on mobile device
4-Platform: mobile cloud (Eyeos), Android and API (http)
5-Services: Connection to CC storage (e. g., patient health records) Image viewing
	1-Absence of remote consultations
2-No cloud appointment
3-Focus only on the medical imaging
4-Absence of security

	Vinutha. S, C. K. Raju, Dr. M. Siddappa, [19] @ Ectornic hospital mangement system using vpn connection
	1-present a solution to ensure security
2- Interface: Cloud computing services
3-Platform: Sqllit database paltform, Android & sdk (software development kit
4-services: Connection to CC storage (e. g., patient health records)
Image viewing
Supports multitouch technology
Make mainpulation for medical images more better
	1-Just a prototype
2-Focus only on the medical imaging

	Jemal. H, Zied. K, Mounir. B Ayed, [21] @MCMAS
	Interface: interface on mobile device
Platform: mobile cloud (cloudSim), JADE and Android
Services:
Patient appointment
Remote consultation
Resources allocations
Connection to CC storage (e. g., patient health records)
Image viewing
Patient registration
Medical analysis results viewing
	1-Absence of security evaluation procedure

	Apurva Kumari, Divyankitha Mahesh Urs, Sindhya Kumari Nellaiappan, Suma Khursheed, [23] @MoC Medicare mobile app
	1-Telemedicine system
2-Homecare management
3-Interface: interface on mobile device Specific connect with fitbit device
4-Platform: JADE and Android, Amazon cloud server.
5-services: sends a notification to a registered emergency contact of the user detect the fall of a user
	1-Specific patient (only monitor patients
with walking steps, sleep time, calories burnt and heart rate
2-Absence of security

	Suhiar. M. Zeki, Dr. Abdul Monem. S. Rahma, [24]
@ Native Mobile app
	1-Interface: interface on mobile device & Web app
2-Platform: Xamarin Platform, Android & C# lang
3-services: remotely monitoring heartbeat, blood pressure readings

	1-Specific patient (only monitor patients with hypertension and remotely monitoring heartbeat)
2-Absence of security

	Mallikarjuna. B, [17]
@ HealthKit app
	1-Interface: interface on mobile device Specific
2-Platform: JADE and Android, Amazon S3 cloud
3-services: Connection to CC storage (e. g., patient health records)
Image viewing using Dicom protocol, compressed by the JPEG 2000 coding.
	1- Absence of security evaluation procedure
2- Absence of remote consultations
3- No cloud appointment




5. Conclusion and Future Work
Previous studies had shown that the health care system had many advantages for health care providers and patients, and mobile healthcare applications could reduce costs, improved monitoring, and increased efficiency for patients and beneficiaries, which were connected over wireless networks to the Internet, which enabled them to connect to the cloud. Through the use of the Android operating system and the use of the Firebase cloud platform, a free cloud service from Google, after implementing the healthcare system applications, it is expected to give very meaningful, accurate and timely information, as well as improve patient outcomes and provide safety and privacy for medical data on the server side Cloud Computing server.
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